NHO®OPMALIMOHHASA ITAMATKA
JJIAA OBYUYAIOIIUXCA JJIAA PASMEIHIEHUSA
HA O®PUIHNAJIBHBIX UHTEPHET-PECYPCAX

C KaX1pIM TOJIOM MOJIOJICKHU B UHTEPHETE CTAHOBUTHCS OOJIBIIE, a ITKOJIBLHUKH
OIHA M3 CaMbIX AaKTUBHBIX IOJIb30Barenend PyHera. Mexay Tem, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXXHOCTEN, MHTEPHET HECET U MPOOJIeMbl. JTa MamMsTKa
JIOJDKHA TOMOYb TeOe 0e30acHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnproTepHblld BHPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IMPOrPAMM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOH SIBJIAETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononneHue k 3TOMy, BUPYChI MOTYT HMOBPEAUTH WJIU MOJTHOCTBIO YHUUYTOXKUTH
Bce (pailsibl M JaHHbBIE, TOAKOHTPOJIBHBIE MMOJIB30BATENI0, OT UMEHU KOTOPOTo ObLIa
3amylleHa 3apa)K€HHas MporpamMma, a TaKKe MOBPEAUTh WIIU JaXK€ YHUUYTOXKUTh
OIEpallMOHHYI0 CUCTEMY CO BceMM (ainamu B LeJoM. B GonplIMHCTBE ciyyacB
PacIpOCTPAHSIOTCS] BUPYCHI YEPE3 UHTEPHET.

MGTO}IBI 3alIUThI OT BPCAOHOCHBIX ITPOrpaMM:

1. I/ICHOHBSYﬁ COBPCMCHHBIC OIICPAIUOHHBIC CUCTCMbI, UMCIOIIINC CCpBG3HBII>i
YPOBCHBD 3alIUTHI OT BPpCAOHOCHLIX IIPOTIpaMM;

2. IloctosnHo ycraHaBnmuBail mautd (UUGPOBBIE 3aIUIATKU, KOTOPHIE
ABTOMATHUYECKH YCTAHABIMBAIOTCS C LEJIbI0 JOPAOOTKM MPOrpaMMbl) U ApPyTHe
O0OHOBJICHHSI CBOCH OTIepariMOHHON cucTeMbl. CKaurBai MX TOIBKO C O(UIIHAIIBHOTO
caiita pazpabotunka OC. Ecnu cymiecTByeT peskuM aBTOMaTHI€CKOTO OOHOBJICHHS],
BKJIFOYH €T0;

3. PabGoraii Ha CcBOEM KOMIIBIOTEpE IIOJ TpaBaMU IIOJIL30BaTENIsd, a HE
aIMUHUCTpATOpa. ITO HE IMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
MHCTAJUIMPOBATHCS] HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcrnonp3yid aHTHBUPYCHBIE IIPOTPaMMHBIC TPOIYKTHI  H3BECTHBIX
MIPOM3BOIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub Gpu3NIECKUil JOCTYI K KOMITBIOTEPY JJISI TOCTOPOHHUX JIHUIL;

6. Mconp3yii BHENTHUE HOCUTENH MH(DOPMAIINH, TaKKE KaK (IIeliKa, TUCK WK
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkpbIBail KOMMBIOTEpHBIC (Halibl, MOJYYCHHBIE W3 HEHAJACKHBIX
UCTOYHUKOB. Jlaxke Te aitibl, KOTOpbIEe MpUCIIal TBOM 3HAKOMBIN. JIydine yrouHnu
y HEro, OTIPAaBJIsI JIM OH TeOe UX.

Cerun WI-FI



Wi-Fi - aT0 He Buj nepenaun NaHHBIX, HE TEXHOJIOTHUS, a BCETO JIMIIb OPEH]I,
Mapka. Eme B 1991 roay HuaepnaHickas KOMIIaHMs 3aperucTpupoBalia OpeH
"WECA", urto o06o3Hauano cnoBocodyetanue "Wireless Fidelity", kotopsiii
NepeBOIUTCA Kak "OecrpoBOIHASI TOYHOCTD .

Jlo Hamero BpeMeHu Jolia apyras ab0peBuarypa, KoTopas sBISETCS TaKOH
xKe TexHojorue. Jto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C
HaMEKOM Ha CTaHJapT Bbicliel 3BykoBoM TexHuku Hi-Fi, 4yTo B nmepeBojie o3Havaer
"BBICOKAsI TOUHOCTH'.

Jla, OecraTHBIM WHTEPHET-IOCTYIT B Kade, OTENAX M a’dpoIropTax SBISCTCS
OTJIUYHON BO3MOKHOCTBIO BBIX0/1a B MIHTepHET. HO MHOTHE SKCTIEPTHI CYUTAIOT, UTO
obmenoctynasie Wi-Fi ceTu He ABIsSIIOTCS 6€30MaCHBIMH.

CoBeThbl 10 0€30MacHOCTH PabOTHI B 00IIEAOCTYHBIX ceTsix Wi-fi:

1. He nepenaBaii CBOO JIMYHYIO WH(pOpMAIHIO Yepe3 obieaocTynHbie Wi-Fi
cetu. PaboTtas B HUX, JKeJlaTeIbHO HE BBOJUTH MAPOJIU JIOCTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit u OOHOBJSIH aHTUBUPYCHBIE MpOrpaMMbl U OpaHamayep. Tem
cambIM Thl 00€30IacuIllb ce0s1 OT 3aKauKU BUpyca Ha TBOE yCTPOUCTBO;

3. Ilpu ucnonp3oBannu Wi-Fi otkimoun pyskiuio "OOmuii 1ocTyn K daitiam
u npuHTepam". laHHas (YHKIUS 3aKpbITa MO YMOJYaHHWIO, OJHAKO HEKOTOpHIE
TIOJTb30BATENIN aKTUBUPYIOT €¢ JJIs y100CTBa NCIIONb30BaHUs B paboTe WiH yueoe;

4. He wucnonp3yiét myOmwusasidi WI-FI g1 mepemaum JTUYHBIX JTaHHBIX,
HarpuMep JJ1s BbIX0/1a B COLIMAIBHBIEC CETH UJIU B DJICKTPOHHYIO TIOUTY;

5. Wcnonw3yit Tonbko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau umeHHO "https://";

6. B moOunpHOM Tenedone otkmoun (ynknuroo "loxkimrouenue k Wi-Fi
apromarnuecku". He momyckaili aBTOMaTHYECKOTO MOAKIIOUEHHS yCTPOWCTBA K
cersim Wi-Fi 6e3 TBoero cormacus.

ConuaabHble ceTH

ConmanpHble CETH aKTHBHO BXOST B HAIly KU3Hb, MHOTHE JTIOJIM pabOTAIOT U
KUBYT TaM TOCTOSIHHO, a B Facebook y»e 3apeructpupoBad MUIHApa YEIIOBEK,
YTO SBIISICTCS OJTHOM CEIBbMOM BCEX JKHUTeNel miaaHeThl. MHOTHE MOJb30BaTEeId HE
MMOHUMAIOT, YTO UHGPOPMAIMs, pa3MEIICHHAas UMU B COLMAIBHBIX CETSAX, MOXKET
OBITh HalJicHA W HCIOJb30BaHA KEM YTrOJHO, B TOM YHCJIE HE 0053aTCIBHO C
0JIaruMu HAaMEpPEHUSIMHU.

OcCHOBHBIE COBETHI 110 0€30ITACHOCTHA B COLUAIBHBIX CETIX:

1. Orpanuub criucok apy3ei. Y 1e0st B Ipy3bsiX HE JOJKHO ObITh CITyYaHbIX U



HE3HAKOMBIX JIFOACH;

2. 3amuinaii CBO 4acTHYIO *13Hb. He yka3biBaii nmaponu, Tenedonsl, aapeca,
JIaTy TBOET'O POXKIEHUS U IPYTYIO JTUUYHYIO HHPOPMAITUIO. 3T0YMBIIIJIEHHUKH MOTYT
HCIIOJIb30BaTh Jlake WH(OpPMAIMIO O TOM, KaK Thl U TBOW POJAMUTENH IJIAHUPYETE
MPOBECTU KaHUKYJIbI,

3. 3amuiail cCBOO penyTaluio - JEPKUA €€ B YUCTOTE U 3ajJlaBail cebe BOmpoc:
XoTed Obl Thl, YTOOBI APYTrHE IMOJIb30BATENM BUIEIH, YTO Thl 3arpyXkaeiib?
[lonymaii, mpexie 4em 4To-To ONyOJIMKOBaTh, HAIUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHUILL C JIOABMH, KOTOPBIX HE 3HAElllb, HE HUCIOIb3YH CBOE
peanbHOE UMS U JIPYTYIO JUYHYIO MH(OpPMALMU: UMsI, MECTO >KMTEIbCTBA, MECTO
yueObl U Mpoyee;

5. Us6erait paszmemenust ¢potorpaduii B IHTEpHETE, e Tl M300pakeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO OINPEJICIUTh TBOE MECTOIOI0KEHHUE;

6. HpI/I perucrpanuvu B COIMAJILHOM CETH HCO6X0)II/IMO HCITIOJIB30BaTh CIIOXKHBIC
mapoJju, CoOCToAINC N3 6YKB u III/I(l)p H C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. I[J'ISI COIMAJILHOMU CCTHU, IMOYTHI U APYI'UX CalTOB HGO6XO}II/IMO HCIIOJIB30BAaTh
Pa3HbIC ITAPOJIN. Torz:a eciii TeOs B3JIOMAKOT, TO 3JIOYMBIIJICHHUKHY ITOJIYYAT OOCTYII
TOJIBKO K OTHOMY MCCTY, 4 HC BO BCC Cpas3y.

JJIeKTPOHHbIE IECHbI'U

DONEeKTPpOHHBIE JEHBIW - ATO OYEHb YJAOOHBIM Cmoco0 IIaTekel, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIC XOTAT MOJYYUTh 3TH JICHBIH.

DONEKTPOHHBIE JE€HbIM MOSBIIMCh COBCEM HEIAaBHO M MMEHHO M3-3a 3TOTO BO
MHOTHX I'OCYJIapCTBax 0 CHUX IIOP HE IIPOIUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHr QyHKITHOHHUPYIOT M O HUX YKe ITPOIMCAHO B 3aKOHE, I'JIe UX
pa3AeisioT Ha HECKOJBKO BUJOB - AHOHUMHBIC U HE aHOHUMHBIE. Pa3Hulia B ToMm,
YTO aHOHHMMHBIC - 3TO T€, B KOTOPBIX pa3pelraeTcs MPOBOJIWUTH olepanuu 0e3
WISHTH(PUKAINY TTOJIB30BATENsA, 2 B HCAHOHUMHBIX WJICHTH(UKAIUS TI0JIb30BaTEIIsS
SIBIISIETCST 00SA3aTEIIBLHOM.

Taxxe criemyer pasnuyaTh DIEKTPOHHBIE (uUaTHBIE JACHBIU (PaBHBI
rOCYJapCTBEHHBbIM BajlOTaM) U SJEKTPOHHbIE HE(pUATHBIE J€HbI'U (HE pPaBHBI
rOCYJJapCTBEHHBIM BATIOTAM ).

OcHOBHbBIE COBETHI 110 O€30MaCHON PadOoTe C 3JIEKTPOHHBIMU JICHbIAMU:

1. IlpuBsiku K cueTy MOOMIBHBIN TeneoH. DTO caMblil yIOOHBIN U OBICTPHIi
croco0 BOCCTAaHOBUTH JOCTYI K cueTy. [IpuBs3aHHbIA TelepoH MOMOXET, €CIu
3a0yJenip CBOM IUIATEKHBIM MMapoyib WM 3aifielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;



2. Hcnonws3yil onHopas3oBble maponu. [locne mnepexoga Ha yCUIEHHYIO
aBTOopu3aluio TeOe yxke He OyneT yrpoXaTh OMAaCHOCTh KPaKW WIHM TepexBaTta
IIJIATEKHOTO MapoJIs;

3. BeiOepu cioxHbli mapois. lIpectynHukam Oyner He MpOCTO yraaaThb
CJIO’KHBIN naposb. HanexHsle mapoau - 3To napoJind, KOTOPbIE COAEPKAaT HE MEHEe
8 3HAKOB U BKJIIOYAIOT B ¢€0s1 CTPOUYHBIE U MIPOIMHUCHBIE OYKBBI, HU(PHI U HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HaK JoJulapa, (yHTa, BOCKIMLATEIbHBIM 3HAK M T.M.
Hanpumep, $tROng!;;

4. He BBOJM CBOM JTUYHBIC JaHHBIC HA CalTaxX, KOTOPHIM HE JIOBEPSCIIIb.
JJIeKTPOHHAS MOYTA

DNEeKTpOHHAs] TOYTa - ATO TEXHOJOTHSI M NPEIOCTaBIsIEMbIE €10 YCIyTH IO
MEPECHUIKE U MOJYUYCHHUIO JICKTPOHHBIX COOOIIEHUM, KOTOPBIE paCIpeestoTCs B
KOMITbIOTEpHON ceTu. OOBIYHO DJICKTPOHHBIM IMOYTOBBINA SIIUK  BBITJISIUT
clenyronmM o0pa3oM: UMs_TOJIb30BaTesI(@uMsl_toMeHa. Taxoke KpoMe rnepeaun
IPOCTOT0 TEKCTa, UMEETCS BO3MOXKHOCTD Iepe1aBaTh (hailibl.

OcHOBHBIE COBETHI MO OE30MacHOM paboTe ¢ INEKTPOHHOM MOUYTOM:

1. Hamo BbIOpaTh mNpaBUIBHBIA IOYTOBBIA CepBUC. B uHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYUILIE TOBEPSITH TEM,
KOT'O 3HACIb U KTO MEPBBIM B PEUTUHTE;

2. He ykaspiBaii B IMYHOM MOYTE JUYHYIO MHpopMaruio. Hanmpumep, nydiie
BBIOpATh "MYy3bIKaIbHBIN (aHat@" wim "pok2013" BmMecto "Temal3";

3. Ucnonb3yit ABYXATANHYIO aBTOPU3ALIMIO. DTO KOT1a IOMUMO MapoJisi HY>KHO
BBOJIMUTH KOJI, MPUCHUIaEMbIi 10 SMS;

4. BeiOepu CI0XKHBINA MApoJIb. J[Is KaXKI0r0 MOYTOBOTO SIIIMKA JOJDKEH OBIThH
CBOU HAJEKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ectp BO3MOXHOCTH HalKMcaTh CaMOMYy CBOM JIMYHBIM BOIPOC,
HCIOJIb3YH 3TY BO3MOYKHOCTB;

6. cnonib3yil HECKOJIBKO MOYTOBBIX SIITUMKOB. [IepBbIil 17151 4aCTHOM EPENUCKH
C azapecaramMH, KOTOPbIM Thl JOBEpsi€lIb. IJTO BJIEKTPOHHBIN aJpec HE Halo
MCIIOJIB30BaTh MPU PETHCTPAIMU Ha (OpyMax M calTax;

7. He otkpwiBail (aiinpl U Apyrue BIOKEHHS B MUCbMAaxX, AK€ €CIU OHHU
MNPUIUIK OT TBOUX Jpy3el. Jlyuiie yTouHu y HUX, OTIPABISUIM JU OHU TeOE€ 3TH
dbaitbr;

8. Ilocne okoH4aHust pabOThI HA TOYTOBOM CEPBUCE MEPE]T 3aKPHITUEM BKIAJIKU
C caiiToM He 3a0yab HaXkaTh Ha "Beidtu".



KubepOy1iiMHI WM BUPTYaJIbHOE M31eBATEILCTBO

KubepOymnmuar -  mpeciegoBaHue  COOOIICHUSMHU,  COACPKAIIUMHU
OcKOpOIIeHUS, arpeccuro, 3aIyruBaHueE; XYJIUTAaHCTBO; COIMAITEHOE
OOWKOTHPOBAHHUE C TIOMOIIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI IO O0pbOE ¢ KUOEPOYIITUHIOM:

1. He 6pocaiics B 60it. JIyumuii crmoco6: mOCOBETOBaThCA Kak ce0si BECTH W,
€ClIi HEeT TOro, K KOMY MOYXHO OOpaTHThCs, TO BHadaje YCHOKOUThCSA. Ecimu T
HaYHElIb OTBEYAaTh OCKOPOJICHUSMU Ha OCKOPOJEHHs, TO TONBKO emie OoJiblie
pa3oxoKelb KOH(IIUKT;

2. YnpaBnsii cBoel kubeppenyranuei;

3. AHOHUMHOCTB B CETH MHHMas. CyIJ_[eCTByI-OT CIIOCOOBI BBISICHUTB, KTO CTOUT
3d AHOHUMHBIM aKKaYHTOM;

4. He crout BecTH XyJUTaHCKuM oOpa3 BHUpPTyalibHOM >ku3HU. MHTepHer
¢ukcupyeT Bce TBOM JEHCTBUS U COXpAHSET UX. YJAIUTh UX OYyJeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cobnronail CBOIO BUPTYAIbHYIO YECTh CMOJIOY;

6. Wrnopupyit enunuuHbli HeratuB. OJHOpa30OBbIE OCKOPOUTETbHBIE
COOOIIeHHUS JTy4Ille UTHOPUPOBATh. OOBIYHO arpeccusi MpeKpamiaeTcs: Ha Ha4albHOM
CTa/IuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTIHOBEHHBIMH COOOIICHHSIMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOKHOCTH OJOKHUPOBKH OTIPABKUA COOOIIEHHH C
ONpEIENICHHBIX aIPECOB;

8. Ecnu Th1 cBuperens kubepOyniauHra. TBou NeWcTBUSA: BBICTYNUTH MPOTUB
rpeciie1oBaTens, IMoKa3aTh €My, 4YTO €ro JEHMCTBUS OLIEHMBAIOTCS HETAaTHBHO,
MOJJIePKaTh KEPTBY, KOTOPOW HY)KHA TICHXOJIOTHYECKash IMOMOIb, COOOIIHUTH
B3pPOCIBIM 0 (haKTe arpecCUBHOTO MOBEJICHUS B CETH.

Mobouabnblii Tesaedon

CoBpeMeHHBIC cMapTHOHBI M TUIAHIIIETHI COACPIKAT B ce0e BIOJHE B3POCIbII
GyHKIMOHAJI, W TEHNeph OHM MOTYT KOHKYPHUPOBAaTh CO CTallMOHAPHBIMH
KomnbroTepamu. OHAKO, CPEJICTB 3ALIUTHI JJIs TTOJOOHBIX YCTPOMCTB MOKAa OUYECHBb
Mayi0. TecTupoBaHHUE M TOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE TAK MUHTEHCUBHO,
kak nia 11K, To s)xe camoe kacaeTcs 1 MOOMIIBHBIX MPUIIOKECHHUH.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl yKe MPAKTUYECKH TOTHATN HACTOJIbHBIC
aHaJoru, OJHAKO paclIMpeHue (PYHKIMOHANa BIEYET 3a CO000iM OoJbIyIO
CJI0’KHOCTb U MEHBIIYIO 3alUIIEHHOCTbD.



Jlaneko He Bce MPOW3BOAUTEIN BBIMYCKAIOT OOHOBIICHHMS, 3aKPBIBAIOIINE
KPUTUYECKHUE YSI3BUMOCTHU JIJIsi CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOUIILHOTO TenedoHa:

Huuero He sBnsercd mo-HacToseMmy OecruiaTHbIM. Byap ocToposkeH, Belb
Korja Tede npeasiaratoT OecryiaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Jymaii, mpex e ueM otrpaButb SMS, ¢oTo minu Buaeo. Thl TOUHO 3HACIID, T11€
OHM OyIYT B KOHEYHOM UTOTE?

Heo0xon1mMo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHa;
Ucnonw3yii aHTUBUPYCHBIE POTPAMMBI JIJIsI MOOWIIBHBIX TEIE(HOHOB;

He 3arpy>1<aﬁ MNPUIOKCHUA OT HCU3BCCTHOT'O HMCTOYHHKA, BCIAb OHU MOTYT
COACPIKATb BPpCAOHOCHOC ITPOrpaMMHOC 06€CH€"ICHI/I€;

[Tociie Toro kak ThI BBIMJICIIL C caiiTa, TJe BBOAWI JIMYHYIO WH(GOPMAIIHIO,
3aiiIM B HACTPOMKU Opay3epa u yaaiu cookies;

HepI/IO}II/I‘{eCKI/I HpOBepHﬁ, KaKHC IIIATHBIC YCIYTW aAKTUBUPOBAHBI Ha TBOCM
HOMCPC,

JlaBaii cBoil HOMEpP MOOWIJIBHOTO TeleOoHa TOJBKO JIOASM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSIEIIb;

Bluetooth momxkeHn OBITH BBIKJIIOYEH, KOTJa Thl MM HE ToJb3yembcs. He
3a0bIBail HOT/Ia IPOBEPSTH ITO.

Online urpsoi

CoBpeMeHHbIC OHJIAWH-UTPHI - 3TO KPACOUYHBIC, 3aXBATHIBAIOIINE Pa3BICUCHHS,
O00BEIMHSIONINE COTHH THICSY YETIOBEK 10 BceMy MHpPY. UTpoKu HCCIeTyIOT JaHHBIHI
UM MU, OOIIAIOTCS APYT C IPYTOM, BBITIOIHSIOT 3a/IaHMsI, CPAKAIOTCS C MOHCTPAMH
U TOJYYaloT OMBIT. 32 yIOBOJBCTBUE OHU IUIATAT: MOKYIMAIOT JUCK, OIJIAYHBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KAKUE-TO OTIIIHH.

Bce 3t cpencTBa oyt Ha Noaep;KaHUE U Pa3BUTUE UTPHI, 4 TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPHU3AllUU, BBHIMTYCKAIOTCS HOBBIC
natun (u(poBbIe 3aIUTATKHU JJIS POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmomo0HBIX Hrpax CTOMT OMmacaThCsl HE CTOJBKO CBOMX COIIEPHUKOB, CKOJIBKO
Kpa)ky TBOETO IMapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOpU3ALMHU OOJIBIITHHCTBA
Urp.

OCHOBHBIE COBETHI IT0 0€30IIaCHOCTH TBOETO HUI'POBOI'0 aKKAaYyHTa:

1. Ecnu apyroi urpok BeaeT cels IJI0OXO WM CO3JaeT TeOe HENMPUITHOCTH,



3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

2. Iloxanyiics afMUHHACTPATOPAM UIPBI HAa IUIOXOE MTOBEJECHHUE 3TOTO UIPOKa,
YKEJIATEJIbHO IPWIOKUTH KaKUe-TO JOKAa3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii Tu4Hy0 HHQOpPMALIUIO B TpOdaiisie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeouImaabHbIe TATYU U MOJIBI;

6. Mcnionb3yil CIOXKHBIE U pa3HbIE NapoJiu;

7. JJaxxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [Ioka Thl Urpaenip,
TBOW KOMIIBIOTEP MOTYT 3apa3UTh.

OUIINHT WIH Kpaka JUYHbIX JaHHBIX

OOBIYHOM KpaXkeil IEHEeT U IOKYMEHTOB CETO/IHs YK€ HUKOTO HE yIHUBHILb, HO
C PpAa3BUTHEM HMHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA [EPEMECTHIINCH B
UHTEPHET, U MPOJI0JDKAIOT 3aHUMAThCS "MI0OUMBIM" 1eJIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBAa WM (UIIWHT,
rJIaBHAs I€Jb KOTOPOTO COCTOUT B TONYYCHHH KOH(HUICHIIMAIBHBIX JTaHHBIX
TIOJTb30BaTEleH - TIOTHHOB U Naposiei. Ha anrimiickoM s3bike phishing untaeTcs kak
¢umunr (ot fishing - peiGHas 0By, password - TapoJib).

OcHOBHBIE COBETHI 110 OOpbOE ¢ PUITUHTOM:

1. Cneu 3a cBOMM aKkayHTOM. Eciiv ThI 110/103peBacIiib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOIWMO 3a0JOKHPOBATH €€ M COOOIIUTH AJIMHUHHUCTpPATOpPaM
pecypca 00 3TOM KaKk MOXHO CKOpEe;

2. Wcnonp3yit 6e3omacHble BeO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB U
ITIOUCKOBBIX CHCTEM;

3. Hcnonb3yil CIOXKHBIE W pa3Hble Tapoiu. Takum oOpa3om, eciau TeOs
B3JIOMAIOT, TO 3JOYMBIIUICHHUKH MOJAy4aT JOCTYyH TOJBKO K OJHOMY TBOEMY
mpo(uITIo B CETH, a HE KO BCEM;

4. Ecnu Te0s B3JI0Maliv, TO HEOOXOAUMO MPEIYIPEAUTH BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 0OABJIEHBI y T€OS B APY3bAX, O TOM, YTO T€Os B3JIOMAJH U, BO3MOKHO, OT
TBOETO UMEHU OYyJIET PacChlIaThCs CIIaM M CChUIKM Ha (DUITMHTOBBIC CANTHI,

5. YcranoBu HanexHbIi napons (PIN) Ha MoOwunbHEI TenedoH;
6. OTKJII0YM COXpaHEHHUE NapoJis B Opaysepe;

7. He otkpbiBail (aiinpl U Apyrue BIOKEHHS B MUChbMAaX, AK€ €CIU OHHU
MNPUIUIM OT TBOUX Jpy3el. Jlyulie yToyHU y HUX, OTOPABIISUIM JTU OHHU TeOE 3TH



(ainbl.
Iu¢pposas penyranus

[udposas penyTrauus - 3T0 HEraTUBHAS WJIM MO3UTUBHAS MHPOPMALIHS B CETU
o tebe. Komnpomerupyromas uHpopmaiys, pa3MelleHHas B UHTEPHETE, MOXKET
CEpbEe3HBIM 00pa30oM OTpa3UThCs Ha TBOeH peanbHOUW >ku3HH. "lludpposas
penyTtauus" - 3T0 TBOM UMUK, KOTOPBIM GopMupyerca U3 uHpopmanuu o tede B
UHTEPHETE.

TBoe MecTO KUTENbCTBA, YUeObl, TBOE (PUHAHCOBOE MOJIOKEHHUE, OCOOEHHOCTH
XapakTepa 1 pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue MOAPOCTKH JIETKOMBICICHHO OTHOCSTCS K TYOJMKAIMKA JTHYHOM
nHpopmaru B MHTepHeTe, HE TOHUMAas BO3MOXKHBIX TOCIEeNCTBUN. Thl qaxke HE
CMOXeEIIb JIOTaJaThCs O TOM, 4TO (oTorpadus, pasMemeHHas 5 JeT Ha3ajd, cTaja
NPUYMHOMN OTKa3a MPUHATH TeOst Ha padoTy.

KommenTtapuu, pa3menienue TBoux Gororpaduit u 1pyrue 1eiCTBHUs MOTYT HE
UCYE3HYTh JJaXKe MOCJIE TOTO, KaK Thl UX yIaluIlb. Thl HE 3HACIIb, KTO COXPAHUI ATY
uH(OpMaIIHIO, ToTajda U OHAa B IMOUCKOBBIE CUCTEMBI M COXPAaHUJIACH JIM OHA, a
TJIaBHOE: YTO MOJIYMAIOT O TeOe OKPY’KAIOIIHE JIFOAHU, KOTOPble HAUIYT U YBUAST
sT0. Haiitu uHpOpManuio MHOTO JIET CIYCTS CMOXET JI000M - Kak U3 J00pbIX
noOy>K/I€HUI, TaK U C HAMEPEHUEM MIPUYUHUTH BPEl. ITO MOKET ObITh KTO YTOJHO.

OcHOBHBIE COBETHI M0 3aIuTe HU(POBOI permyTauu:

1. Ioxymaii, mpesxsie YeM 4TO-TO MyOJIMKOBAaTh M MepeaaBaTh y ceds B Oyore
WJIN B COITUAJILHOM CETH;

2. B Hacrtpoiikax mpo@uis yCTaHOBH OTPAaHUYECHHS] HA MPOCMOTP TBOETO
PO IS ¥ €ro CoAeP)KUMOTO, Ceai ero TOJIbKO "Iy apy3ei';

3. He pa3memaii u He ykaspiBail WH(MOpMAIHIO, KOTOpas MOXKET KOro-irbo
OCKOPOJIATH MIIH OOMIKATh.

ABTOpCKOE NPaBo

CoBpeMeHHBIE  IIKOJBHUKH - AaKTUBHBIE TIONB30BaTend 1U(POBOTO
mpoctpaHcTBa. OJHAKO JaleKO HE BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTHMH
BO3MOXHOCTSIMH  Iu(poBOoro  Mmpa  TpeOyeT  coOMo/eHMs TpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

Tepmun "uWHTeNNEKTyallbHasi COOCTBEHHOCTh" OTHOCUTCSI K Pa3IUYHbIM
TBOPEHUSIM YEJIOBEUECKOT0 yMa, HAauWHAsi C HOBBIX HM300pETEHUH M 3HAKOB,
0003HaYarONMX COOCTBEHHOCTh HA MPOJYKTHI U YCIYTH, U 3aKaHUYMBasi KHUTAMH,
doTorpadusiMu, KUHOPUIBMAMU U MYy3bIKaJIbHBIMU MPOU3BECHUSIMHU.



ABTOpCKHE TpaBa - 3TO IpaBa HAa HMHTEJUIEKTYyaJIbHYIO COOCTBEHHOCTH Ha
IIPOU3BEICHUS HAYKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B
KAaueCcTBE TapaHTUHU TOr0, YTO HMHTEJUIEKTYaJbHBINA/TBOPUECKUN TpPyA aBTOpa He
OyZeT HampacHbIM, JacT €My CHpPaBEeIJMBbIE BO3MOXXHOCTU 3apaldoTaTh Ha
pe3ysbTaTax CBOEro Tpyla, MOJYyYUTh H3BECTHOCTb W NpusHaHue. Huxrto 6e3
paspelieHuss  aBTopa HE  MOXET  BOCIPOU3BOIMTL  €ro  IIPOU3BEICHHUE,
pacupocTpaHsaTh, NYOIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
MyCKaTh B NPOKAT, IMyOJMYHO HCHOJHATH, MMOKA3BIBATH/UCIOIHATh B 3QUpE WIH
pasmewars B MHTepHeTe.

Hcnonb3oBanue "muparckoro” mporpaMMHOI0 00€CeYeHHsI MOKET MPUBECTU
K MHOTMM PHCKaM: OT MOTEPU JIaHHBIX K TBOUM aKKayHTaMm 10 OJJOKUPOBKH TBOETO
YCTPOICTBA, IJIe yCTaHOBJIEHA HelleraibHas nporpamMmmMa. He cTouT Takke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETaJbHbIE M O€CIUIaTHBIE IPOrPAMMBbI, KOTOPbIE MOXKHO HAlTH B
CETH.

O nopraJe

CGTGBI/ILIOK.p(I) - TBOM I'JIaBHBIA COBETYUK B CETH. 3)1€CB Thl MOJKXCHIb Y3HATh O
0€e30MacHOCTH B CETHU MOHITHBIM M AJOCTYIIHBIM A3BIKOM, d IIPHU BO3HUKHOBCHHNUN
KpPITPI‘IGCKOﬁ CUTyallun 06paTI/ITBCSI 3a COBETOM. A Takxke INpUHATHL Yy49aCTHC B
KOHKYpCaX U CTaTb CaMbIM I_II/I(prBBIM Fpa)KIIaHI/IHOM!
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